


Adarma’s Q4 2024 Threat Landscape
report, compiled by Adarma’s Threat
Intelligence team, presents a
comprehensive analysis of the most
significant cyber threats faced by
businesses globally. It provides an in-
depth look at ongoing and emerging
cyber threats, drawn from both internal
and external data sources, including
insights from Adarma’s Security
Operations Centre (SOC) and partner,
Recorded Future. 
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Figure 1 – The image above shows adversaries and malware tracked by Adarma’s threat intelligence team. These statistics are
based on intelligence obtained and information ingested and tracked in the Threat Intelligence Platform (TIP) in the quarter.
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Trends from the Trenches

Ransom Hub Figure 2 – The graph above shows the most active ransomware groups in Q3 of 2024



In response to the increasing
prevalence of ransomware attacks
on businesses and organisations in
the UK, the government has taken
steps to strengthen its
cybersecurity regulations. 
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in the UK
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Hacktivism

 

Notable Hacktivist Activity
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Emerging Threats

Defence Evasion – Endpoint
Detection and Response
Killing tools

“EDR killing tools significantly threaten companies worldwide. Whenever
possible, constant monitoring of unusual process termination or suspension

should be considered, particularly if these are related to EDR solutions.”

Credential
Access -
Browser in
Kiosk Mode

“Remaining calm is crucial when the system does not behave as expected,
particularly if important information is requested via browser applications. 
Always contact your IT department and inform them of the situation when in

doubt.”



How Adarma
Can Help

Data Exfiltration and
Ransomware - BazaCall
Campaign 
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Our
Services

Get in touch
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Threat Intelligence Platform
Management

Security Threat Modelling

Quarterly Threat Briefings

Monthly Operational Briefings

Threat Hunting Expertise
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